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Chapter 18

JIGSAW — Joint Intelligence Graphical
Situation Awareness Web for
Collaborative Intelligence Analysis

Harvey S. Smallman

iy T it

Overview

e

Intelligence analysts in the US military have never been under such pressure as
today. In the wake of 9/11, the most widely publicized intelligence failure since Pearl
Harbor, the business of intelligence analysis has received close public scrutiny and
repeated calls for reform (e.g., The 9/11 Commission 2004). Further, the two wars
that followed 9/11 have been prosecuted against dispersed and rapidly mutating foes
_ different enemies indeed from the monolithic, slower-moving and more predictable
Cold War opponent that much of the intelligence infrastructure was set up to analyze.
These two wars have placed an enormous premium on good, actionable intelligence,
and analysts have been under pressure to deliver it. Yet the barriers to obtaining good
intelligence are extremely high. Systemic problems with intelligence analysis exist
in at least three areas related to:

— TR A

1. the business processes employed to structure it
2. the characteristics of the technology used to execute it, and
3. the cognitive processes required to conduct it. i

Here, we review a project called JIGSAW (Joint Intelligence Graphical Situation
Awareness Web) that is designed to solve these problems. By taking a macrocognitive ,
perspective that emphasizes team-level collaboration, we have been able to suggest b
different interventions than those that have emerged from previous and more
microcognitive analy.es. JIGSAW represents the application and integration of new
collaborative scierce and technology concepts, many of which were researched
and developed in the Collaborative Knowledge Interoperability (CKI) research
program of the Office of Naval Research (ONR). JIGSAW was developed with a q
user-centered design process that incorporated requirements and feedback from i
analysts serving as subject-matter experts (SMEs) and it has been validated in four 3
separate empirical studies. JIGSAW has the potential to transform the way analysis |
is performed, making it more systematic and responsive, and a more satisfying group

activity, too.
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322 Macrocognition in Teams
The intelligence cycle: problems with the process

Although cloaked in an aura of mystery and complexity, intelligence analysis is,
fundamentally, simply about answering questions. Questions are generated by
operational commanders or other senior military or government decision-makers,
normally as they plan for or conduct operations. These questions are termed requests
for information (or ‘RFIs") if they are processed formally, or information requests
(henceforth, simply ‘requests’) if they can be handled informally, usually by locally
available analysts. The RFl/request answering process is roughly organiz:d into a
cycle, ‘the intelligence cycle’, which is illustrated in Figure 18.1.

Proceeding around the cycle, an analyst is assigned primary responsibility
for answering an RFU/request because of their own or their branch’s specialty.
Depending on the size and scope of the RFI, other analysts may be assigned to
assist and collaborate with the primary analyst on working the problem. The primary
analyst then tasks a collections manager to find information relevant to the RFV/
request, and the primary analyst may forage for relevant information themself. The
information that they find (the ‘collections’) may come from a variety of sources
and are generally classified into types that have specific meaning to the intelligence
community.' Analysts then integrate and evaluate these collections to try and make
sense of the potentially conflicting and ambiguous picture they paint. They then
produce a report, in customer-specified format, that hopefully provides a reasoned
set of answers to the RFI. This product is returned to the customer for their feedback
and their potential follow-on request.

The intelligence cycle is in ubiquitous use across different agencies (government
and military), for problems of different scope (from tactical through strategic) and
timeline (from next day, through months, years, or with no end date, so-called
‘standing RFIs’). The cycle is essentially a service model, with the operational
commanders as consumers who are served products by the intelligence community
in response to the requests that they generate.

At least three separate cognitive task analyses (CTAs) have been conducted
to determine what analysts they do and what tools they need to support them
(Badalamente and Greitzer 2005; Hutchins, Pirolli and Card 2004; Patterson,
Woods, Tinapple and Roth 2001). All have focused on the detailed microcognitive
tasks analysts engage in when processing requests, and have highlighted such issues
as analysts’ foraging difficulties, time-pressure and information overload. In our
own CTA, we conducted structured interviews with 14 San Diego-based current
and former analysts to broaden the scope to include issues at the process and team
level. By taking a more macro approach, we were able to reveal two new problems
related to the collaborative processes required to make analysis both responsive and
successful.

The cycle’s implied team collaborative processes are not well served by its
organization. One problem relates to intra-team collaboration among the community
of analysts tasked to respond to an RFI. That team may be composed of a primary

| Theso-called ‘INTs’, including open-source intelligence (OSINT), signals intelligence
(SIGINT) and at least six other types (see Heuer 1999, for review).
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Figure 18.1 The intelligence cycle: The generic business process underlying
analysis (modified from Heuer 1999)

analyst assigned responsibility for the analysis, perhaps one or two additional
analysts assigned to assist for larger problems, and a collections manager assigned to
find and retrieve relevant information. For the intra-team collaboration to work, the
primary analyst must articulate what collections are needed to answer the RFI and
the collections manager must correctly understand that request and deliver relevant,
diagnostic information related to the problem. SMEs reported that this process was
flawed, with collections often returning a deluge of material that may be wide of the
mark.

The second problem also relates to collaboratively resolving requirements but
is inter-team. Because customer feedback is postponed until the end of the cycle, it
is critical for analysts to correctly interpret the RFI and its requirements when the
reques " is first passed to the analyst team. Misinterpreting the request or delivering
an ans\ver that doesn’t meet the customer’s needs can lead to time-consuming and
wastefu, iterations of the cycle. One apocryphal RFI that was independently related
by a couple of SMEs was ‘how long is the runway on X7’ where X represents the
name of any small, fictitious island. The apparently appropriate analyst response of
‘4,600 ft* was greeted with frustration by the customer who replied that he wanted
to know which platforms could land on the runway. In this case, he cared a whit
about its physical length. Current Navy doctrine requires RFls to be written as
single sentence questions, with elaborating information intended primarily to justify
elevating a request to a formal RFI, not to clarify it for the analyst assigned to work



_Smal_lman, H.S. (2908) JIGSAWJoint Intelligence Graphical Situation Awareness Web for collaborative
intelligence analysis. IMacrocognition in Teams: Theories and Methodologms 321337), Letsky, MP.,
Warner, N., Fiore, S., & Smith, C.A.P. (Ed8shgate: Aldershot, UK.

324 Macrocognition in Teams

it. Thus, problems of misinterpretation are common. A wealth of psycholinguistics
has documented the difficulties inherent in correctly interpreting text, particularly
when stripped of context (e.g., Gernsbacher 1994). Although SMEs reported some
back and forth with a customer for the most obviously ambiguous RFIs, it was hit and
miss, focusing on clarifying wording to understand the question — not clarification
on the form of acceptable answer. These problems are only likely to worsen in
the future with the move to a full network-centric warfare model. Such a model
will offload capabilities such as intelligence analysis to geographically dispersed
analysts, stripping context that analysts might use to disambiguate RFIs if they were
co-located in-theater with the customer, as they often are today.

To share or not to share, that is the question

There are other severe problems related to promoting shared situation awareness
and effective collaboration in intelligence analysis that are beyond the scope of
what the JIGSAW project can address, but they are relayed here to provide key
context to understand the environment that JIGSAW had to be developed in. The
9/11 commission report highlighted the need for intelligence sharing — specifically
inter-agency sharing — to ‘connect the dots’ to prevent future intelligence failures
(The 9/11 Commission 2004). But despite a widespread desire for analysts to share
and collaborate, there are delicate personal trade-offs, domain-specific clearance and
security compartmentalization issues and often severe institutional barriers to full
sharing and collaborative analysis.

Personally, analysts may realize that they may benefit from everyone working
towards a common goal and leveraging the knowledge, expertise and assistance of
others in different organizations. Professionally, though, the currency of analysts’
worth is the information they hold, and their value decreases if they ‘give away’ what
they hold close. Of course, each analyst would like to know what each other holds,
resulting in a likely posture of, ‘Please, after you!” The situation is almost the reverse
of Gareth Hardin’s Tragedy of the Commons, his famous 1968 game theory thought
experiment, because instead of over-grazing the common area, no one wants to even
enter the shared commons in the first place. Interestingly, during the drafting of
this chapter, news reports surfaced that several three-letter Government intelligence
agencies are experimenting with an Intellipedia, their own internal classified version
of Wikipedia, the famous online shared knowledge repository, in an effort to begin
to address the inter-agency sharing problem (New York Times 2006).

On the other hand, the very nature of intelligence, with its multiple classifications
and limited releasability, of course factors into whether it can be shared with others
due to the risk of compromise. By definition, compromise is inevitable if the circle
of people that a piece of information is shared with grows broad enough. When faced
with a potentially marginal benefit for sharing versus a potentially catastrophic cost
of compromise, the reluctance to share makes perfect sense. However, these factors
place additional important constraints on collaboration in this domain.

Some of the contradictions inherent in trying to make sharing and more effective
collaboration with classified material work in a strict hierarchical organization are
discussed usefully in Hall (1998).
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